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NEW QUESTION: 1

Which type of firewall can act on the behalf of the end device?
A. Application
B. Packet
C. Proxy
D. Stateful packet
Answer: C
Explanation:
Application firewalls, as indicated by the name, work at Layer
7, or the application layer of the OSI model.
These devices act on behalf of a client (aka proxy) for
requested services.
Because application/proxy firewalls act on behalf of a client,
they provide an additional
"buffer" from port scans, application attacks, and so on. For
example, if an attacker found a vulnerability in an
application, the attacker would have to compromise the
application/proxy firewall before attacking devices behind the
firewall. The application/proxy firewall can also be patched
quickly in the event that a vulnerability is discovered. The
same may not hold true for patching all the internal devices.
Source:
http://www.networkworld.com/article/2255950/lan-wan/chapter-1-types-of- firewalls.html

NEW QUESTION: 2
Which aspect of cloud computing makes it very difficult to
perform repeat audits over time to track changes and
compliance?
A. Resource pooling
B. Multitenancy
C. Dynamic optimization
D. Virtualization
Answer: D
Explanation:
Cloud environments will regularly change virtual machines as
patching and versions are changed.
Unlike a physical environment, there is little continuity from
one period of time to another. It is very unlikely that the
same virtual machines would be in use during a repeat audit.

NEW QUESTION: 3
Refer to the exhibit. When utilizing the Cisco Application
Virtual Switch in an ACI fabric, it can be deployed in two
types of switching modes. Which two types of encapsulations can
be used in each mode? (Choose two.)
A. No local Switching: VXLAN
B. No Local Switching: VLAN or VXLAN
C. Local Switching: VLAN

D. Local Switching: VLAN or VXLAN
E. NoLocal Switching: VLAN
F. Local Switching: VXLAN
Answer: A,D
Explanation:
Explanation/Reference:
Explanation:

NEW QUESTION: 4
You are working as a Security Analyst in a company XYZ that
owns the whole subnet range of 23.0.0.0/8 and
192.168.0.0/8.
While monitoring the data, you find a high number of outbound
connections. You see that IP's owned by XYZ (Internal) and
private IP's are communicating to a Single Public IP.
Therefore, the Internal IP's are sending data to the Public IP.
After further analysis, you find out that this Public IP is a
blacklisted IP, and the internal communicating devices are
compromised.
What kind of attack does the above scenario depict?
A. Advanced Persistent Threats
B. Spear Phishing Attack
C. Botnet Attack
D. Rootkit Attack
Answer: C
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