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NEW QUESTION: 1
You have an application running on an EC2 Instance which will
allow users to download files from a private S3 bucket using a
pre-assigned URL. Before generating the URL the application
should verify the existence of the file in S3.
How should the application use AWS credentials to access the S3
bucket securely?
A. Create an IAM user for the application with permissions that
allow list access to the S3 bucket. The application retrieves
the IAM user credentials from a temporary directory with
permissions that allow read access only to the application
user.
B. Create an IAM user for the application with permissions that
allow list access to the S3 bucket launch the instance as the
IAM user and retrieve the IAM user's credentials from the EC2
instance user data.

C. Use the AWS account access Keys the application retrieves
the credentials from the source code of the application.
D. Create an IAM role for EC2 that allows list access to
objects in the S3 bucket. Launch the instance with the role,
and retrieve the role's credentials from the EC2 Instance
metadata
Answer: D
Explanation:
Explanation
Reference
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance
-metadata.html

NEW QUESTION: 2
Security administrators attempted corrective action after a
phishing attack. Users are still experiencing trouble logging
in, as well as an increase in account lockouts. Users' email
contacts are complaining of an increase in spam and social
networking requests. Due to the large number of affected
accounts, remediation must be accomplished quickly. Which of
the following actions should be taken FIRST? (Select TWO)
A. Change the compromised accounts' passwords
B. Update WAF rules to block social networks
C. Disable the open relay on the email server
D. Remove the compromised accounts with all AD groups
E. Disable the compromised accounts
F. Enable sender policy framework
Answer: C,F
Explanation:
Sender Policy Framework (SPF) is a simple email-validation
system designed to detect email spoofing by providing a
mechanism to allow receiving mail exchangers to check that
incoming mail from a domain comes from a host authorized by
that domain's administrators.
n a Small Business Server environment, you may have to prevent
your Microsoft Exchange Server-based server from being used as
an open relay SMTP server for unsolicited commercial e-mail
messages, or spam.
You may also have to clean up the Exchange server's SMTP queues
to delete the unsolicited commercial e- mail messages. If your
Exchange server is being used as an open SMTP relay, you may
experience one or more of the following symptoms:
- The Exchange server cannot deliver outbound SMTP mail to a
growing list of e-mail domains.
- Internet browsing is slow from the server and from local area
network (LAN) clients.
- Free disk space on the Exchange server in the location of the
Exchange information store databases or the Exchange
information store transaction logs is reduced more rapidly than
you expect.
- The Microsoft Exchange information store databases

spontaneously dismount. You may be able to manually mount the
stores by using Exchange System Manager, but the stores may
dismount on their own after they run for a short time. For more
information, click the following article number to view the
article in the Microsoft Knowledge Base:

NEW QUESTION: 3
The risk manager at a small bank wants to use quantitative
analysis to determine the ALE of running a business system at a
location which is subject to fires during the year. A risk
analyst reports to the risk manager that the asset value of the
business system is $120,000 and, based on industry data, the
exposure factor to fires is only 20% due to the fire
suppression system installed at the site. Fires occur in the
area on average every four years. Which of the following is the
ALE?
A. $96,000
B. $30,000
C. $6,000
D. $24,000
Answer: C
Explanation:
Single Loss Expectancy (SLE) is mathematically expressed as:
Asset value (AV) x Exposure Factor (EF) SLE = AV x EF = $120
000 x 20% = $ 24,000 (this is over 4 years) Thus ALE = $ 24,000
/ 4 = $ 6,000 References:
http://www.financeformulas.net/Return_on_Investment.html
https://en.wikipedia.org/wiki/Risk_assessment
Project Management Institute, A Guide to the Project Management
Body of Knowledge (PMBOK Guide), 5th Edition, Project
Management Institute, Inc., Newtown Square, 2013, p. 198
McMillan, Troy and Robin Abernathy, CompTIA Advanced Security
Practitioner (CASP) CAS-002 Cert Guide, Pearson Education,
Indianapolis, 2015, p. 305
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